


Topics for today

ADefinitions: O0Trusto, oTrustedo6, OTrustwor
A TCB of a desktop OS (Windows, OSX, Linux)

A TCB of an x86 laptop

A TCBminimalization vs. TCB auditing & hardening

A Compartmentalization, Isolation vs. Integration
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Can the whol e syster
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Resistant to attacks,
but might be
(e.g. well written backdoor)

Resi stant to atgop@adks
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Isolation &
policy

The kernel & other trusted components
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Exploit required

No exploit required



Typical problematic scenarios

A Plugging a storage medium (e.g. USB) with malformed partition or filesystem
A Exploiting a bug in filesystem parsing code in kernel, Game Over.

A Opening a PDF with smartly crafted structure
A Getting the graphics rendering engine in the kernel exploited, Game Over.

A Browsing a website which causes the browser to get exploited

A Escalating to kernel through exploiting the rich usermode -> kernel interface,
Game Over.

A Connectingto untrusted hotspot

A Exploiting a bug inthe the 802.11 stack, Game Over.
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Get to know some blobs:
Alntel 8s Management Engine (|

Alntel 6s Aut henticated Code

MCH/ch.P Alntel ds Firmware Support Pa
t AOEM6s Bl OS (includes SMM)

BIOS, ACM, FSP flw
All these have

unlimited power
over the platform!
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Boot Security: BIOS as WEAK element in the chain




Boot Security: Intel TXT to the rescue!

— <— Securely loaded hypervisor/kernel

Intel TXT




Buté TXT wvul nerabl e to mal




STM to the rescue!

Heh;) !

L Actually not a joke!






Problems with TXT

A Problems with SMM still not properly resolved (see the previous slide)

A We (ITL) have presented two more lethal attacks against Intel TXT (SMM
unrelated)

A TXT seems to be just too tricky a technology to be done right



